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Introduction 

A main item in the agenda of organizations during the last years of the second 
millennium was “Bug 2000”. Failure of information systems was expected to cause the 
collapse of banking, air traffic and other major industries as well as public services. 
Tremendous resources and managerial efforts were invested by managements to overcome 
this threat.  

 
Are we not facing similar threats as a result of current developments in the IT 

industry? Information technology (IT) is expected to face in the near future challenges of 
significantly higher and more difficult requirements for the development of new systems Is 
the industry in its current state of practice well prepared to face these challenges? What 
directions of action are IT managements required to take to overcome these challenges? 

 
The current state of practice of information technology (IT) may be characterized by 

the findings of the following two studies. The first study, a comprehensive 2002 study of the 
performance of the software industry, conducted in 194 companies in the US (Neill and 
Laplante, 2003) is of special interest from our point of view. This survey, dedicated to the 
state of practice of requirement engineering revealed quite a poor picture regarding four 
aspects of the success of development projects in these companies. The findings are as 
follows: 

 
Percent of respondents 

Managerial staff Technical staff 
 
 
Success aspect Successful Not 

successful 
Successful Not 

successful 
Completed on time 45% 41% 54% 32% 
Completed within budget 46% 32% 53% 30% 
Easy to use 70% 14% 72% 14% 
Meets needs 81% 16% 78% 15%% 

   
The other survey  (Cusumano et al 2003), carried out during 2001-2002, dealt, among 

other subjects, with quality performance as measured by “defect density”, where “defect 
density” is defined as the number of defects reported by customers per 1000 lines of code in 
the first 12 months after delivery to customers. A median “defect density” of 0.15 defects per 
1000 lines of code was found for the 104 worldwide software projects. In other words, a new 
software system of 100,000 lines of code is expected to suffer from 15 failures of various 
degrees of severity during its first year after delivery to the customer. 
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 2

Considering the findings of these two surveys we raise some questions regarding the 
future of IT: 
 - Is the IT industry, with its current success and failure profile identified in the first survey, 
prepared to meet the challenges that the IT industry is expected to meet and ensure an 
acceptable prospect for success of future IT projects 

 - Is the current IT industry quality performance records, as identified in the second 
survey, sufficient to meet the quality challenges expected in the near future? 

 
In the paper we attempt to anticipate the future of the IT industry considering expected 
challenges and possible solutions according to current trends in software engineering and 
software quality assurance.  

 
Facing the future: IT management challenges 

The future challenges facing IT management can be outlined in terms of current 
software engineering trends: (1) Growing complexity and size of software packages. (2) 
Growing interface requirements,   (3) Shorter project schedules. 
• Growing intolerance by customers towards defective software products 

 
Growing complexity and size of software packages 

Some of the pivotal trends responsible for the growing complexity and size of 
software packages are: 
• Incorporation of increasingly complex algorithms. The expected algorithms are based 

on a larger number of inputs and make use of more complicated calculations. 
• Increased number of output categories, based on more sources of inputs, and targeted 

at more and larger groups of users.  
• Demands for greater accuracy, more complete information and shorter reaction times. 

A typical example is the military radar-driven systems. Military radar software is 
required to apply increasingly complex acquisition algorithms, to handle larger number 
of targets simultaneously and, at the same time, required to shorter reaction times. 
These increased requirements are due to the changes in the military arena and to the 
higher speeds and maneuverability of an individual aircrafts and missiles.  

• Requirements for increased intra-organizational integration of systems into one system 
that combines higher complexity and size of systems. Representative examples are 
ERP (Enterprise Resources Planning) software packages that combine the functions of 
several intra-organizational software systems such as production planning and control, 
sales, inventory management and financial systems into one program. These ERP 
packages are continuously expanded to include more applications. 

 
Growing interface requirements  

New software systems are clearly characterized by growing interface requirements– 
namely software-software, software-firmware and firmware-firmware interfaces.   It is 
imperative for software packages to fully interface with leading software packages and with 
firmware embedded in equipment manufactured by principal manufacturers.  
 
Shorter project schedules 

Requirements for shorter project completion times are typical of COTS software 
packages as well as custom-made software. It is estimated that project schedules have been 
cut by 50% every 2-3 years. The implications of this trend on SQA, irrespective of other, 
simultaneously realized trends, are dramatic. Project managers are required to employ larger 
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development teams and subcontractors This creates for IT management, greater coordination 
and cooperation difficulties and, quite likely, more severe quality problems. In addition, 
much less time available for reviewing and testing. Again, quality is expected to suffer. 
 
Growing intolerance of customers towards defective software products 

As software systems become more comprehensive and sophisticated, users — 
whether organizations or individuals — become increasingly dependent on software 
products; the subsequent damage from software failures grows accordingly. As a result: 
Customer sensitivity to software damages has reduced tolerance of software defects, 
including less critical defects. This trend places greater demands on quality performance as 
pressure intensifies for failure-resistant software. In other words, quality levels acceptable in 
the past are expected to be unacceptable in the future 

 
Facing the future: IT extended and new capabilities  

We believe that improved and new capabilities  ofIT can meet the challenges 
presented by current software engineering trends: (1) Expanded software reuse, (2) Extended 
use of CASE tools, (3) Extended use of automated testing, (4) Expanded use of professional 
standards and (5) Extended use of “open source” software. 
However, IT management is required to initiate investments and organizational adaptations to 
enable these IT extended capabilities.to be achieved. 

 
 Expanded software reuse 

The capacity to incorporate reused software — that is, software that has already been 
tested and corrected according to defects identified in previous tests as well as by users 
during regular application — in new systems seems to be a very effective if not the most 
effective response to future IT challenges. Application of reused software minimizes efforts 
needed to test and correct the new software system (most defects have already been identified 
and corrected by previous applications). It also contributes to shorter project schedules. In 
addition software reuse is expected to increase standardization, resulting in smoother 
interface development and system integration. 
To gain from the benefits of software reuse the developer has to produce software in a 
reusable form and maintain an efficient software module library. Managerial initiatives are 
needed to make the necessary methodology and organization changes. 
 
Extended use of CASE tools 

Progress in upgrading currently used and potentially new computer aided software 
engineering (CASE) tools in the next few years will support the features that have already 
proved crucial to quality performance. These tools support the development and maintenance 
of software by providing updated and accurate documentation, by supporting coordination of 
large teams and by enabling automation of segments of the software development process. 
Managerial decisions and implementation efforts are required to promote the adoption of 
CASE tools in the organization and extend their application in the organization.  

 
Extended use of automated reviews and testing 

Automated testing contends with IT challenges in several ways: It provides effective 
and efficient tools for dealing with large-scale, complex software systems, especially by 
recurrent testing and production of comprehensive test records and summaries.. In addition, 
its capacity for recurrent testing and reuse of testing programs supports efforts to comply with 
shorter schedules. 
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Developers of automated reviewing and testing tools are expected to offer improved 

tool effectiveness and efficiency and expand the variety of reviewing and testing activities 
covered. The application of these advanced tools involves considerable investments in the 
tools and staff. training IT management’s initiatives are needed to promote this area in the 
organization.  

 
Expanded use of IT industry standards 

The emergence of international IT standards for the design and coding (i.e. IEEE/EIA 
12207 standard – “Information Technology Software Life Cycle Processes”) and their 
expansion is expected to affect software development in various ways. It simplifies 
communication and coordination between software developers in the same organization but 
more especially from different organizations. It also facilitates mobility of software 
professionals between teams, while contributing to the reduction of errors made by new team 
members. The smoother staffing transitions, in turn, curtail the likelihood of non-compliance 
with short schedules. In addition it simplifies reuse of code, whether the code is developer's 
own or that of others (e.g., software taken from reused code libraries). Initiatives of IT 
managers are the main drive for adoption of industry standards. 

 
Extended use of “open source” software 

Open source software, which provides all software developers with free access to its 
program code,  allows making changes and adaptations to suit your own needs. It presents a 
sizeable potential for achieving substantial reduction of development efforts, schedules and 
costs. Further development of “open source” and supplement services for its application as 
well as improvement of its reliability and quality may well become one of the major answers 
to the challenges expected to face the IT industry. IT management,in order to ensure the 
benefits and awareness of risks, should control the process for adoption of “open source” 
methodology. 

 
Conclusion 

The combined effects of the four trends characterizing increased  requirements on IT 
projects pose vital challenges on IT management in the near future. The possible combined 
outcome of the above mentioned IT trends may balance the challenges. However, this 
achievement needs efforts to be invested by the IT industry to promote the desirable 
developments in these five directions of improving the IT capabilities. Managerial efforts in 
the individual organizations are also needed, together with international cooperation of the 
major organizations and companies that govern the direction of developments in the industry. 
In other words, refraining from effective activities in the mentioned directions may bring the 
IT industry into a situation where it is incapable of supplying its services, in an acceptable 
quality. As in “bug 2000”, the prevention of these threats depends, to a great extent, on 
management decisions and actions.  
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